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	JONATHON REYES
	Melbourne, VIC
m: 0424 254 249
jonathon_reyes@live.com.au
Portfolio
LinkedIn
GitHub


HELP DESK TECHNICIAN
Technical support | Remote Desktop | Troubleshooting

IT Support Technician with 2 years of experience in a managed service provider (MSP) environment supporting small-to-medium business clients across multiple industries. Strong foundation in networking, Windows environments, and troubleshooting production systems, with hands-on experience managing ticket triage, remote support, and multi-client infrastructure. Actively expanding skills in cybersecurity, cloud infrastructure, and Linux through self-hosted homelab projects and AWS-based deployments.

· Systems: Windows (Client/Server), Linux, Cisco IOS, iOS, Android
· Scripting & Web: Python, PowerShell, HTML, CSS, JavaScript
· Tools & Platforms: Active Directory, Entra/365, VMware, Hyper-V, Autotask, Datto RMM, N-able , Docker
· Hard skills: Building Desktop PCs, cabling, laptop assembly / disassembly
· Core Skills: Troubleshooting, ticket triage, remote support, basic networking (DNS/VPN), hardware & endpoint support

PROJECTS & CONTINUOUS DEVELOPMENT

Self-Hosted Infrastructure Lab
· Designed segmented network using VLANs and firewall rules to isolate LAN and IoT traffic 
· Built Docker-based environment with reverse proxy, DNS, and internal services
Wazuh SIEM & Detection Engineering Lab
· Deployed Wazuh SIEM to ingest and analyze Linux and SSH logs 
· Developed custom detection rules for SSH access, privilege escalation, and account activity
AWS Static Website Deployment (S3 + CloudFront)
· Built secure static hosting using S3, CloudFront, and ACM 
· Configured DNS and TLS via Cloudflare
· Implemented secure CI/CD pipeline using GitHub Actions and AWS (S3 + CloudFront), enabling automated, version-controlled website delivery with global CDN distribution

TryHackMe  - Cybersecurity Labs (2025–Present)
	
· Completed 133 labs progressing from Pre Security to SAL1 (Security Analysis Level 1) 
· Hands-on with Wireshark, Splunk, Elastic Stack

PROFESSIONAL EXPERIENCE
Team Yas Action Design — Melbourne, Victoria
 Performer & Technical Support (Part-Time 2023 → Full-Time 2025)
· Built and deployed company website using HTML/CSS without reliance on third-party builders 
· Diagnosed VPN connectivity issues caused by CGNAT; identified missing static IP and coordinated ISP resolution 
· Audited and corrected DNS records, restoring website and email functionality 
· Supported domain services, business email configuration, and internal systems 
· Assisted with Linux-based Synology NAS environment and infrastructure troubleshooting
BigFish Technology , Melbourne Victoria
Level 1 IT Support Technician (2023– 2025)
· Delivered Level 1/1.5 support across 500+ client environments in MSP setting 
· Managed full incident lifecycle via Autotask, including triage, troubleshooting, escalation, and client communication.
· Handled high-volume, multi-channel support (phone, email, ticketing) with effective prioritization.
· Administered Active Directory and Microsoft 365 (user provisioning, MFA, access control) 
· Troubleshot endpoint, cloud, and network issues including Outlook, Exchange, SharePoint, OneDrive, DNS, VPN, and RDP. 
· Utilized Datto and N-able RMM for monitoring, alert investigation, and remote remediation 
· Supported network environments across vendors including Sophos, Draytek, Fortinet, UniFi, TP-Link, and Netgear.
· Investigated security-related incidents (phishing, compromised accounts, suspicious logins) and assisted remediation.
· Coordinated with internal teams and vendors to resolve infrastructure and application issues.

Spark Wizards Electrical, Melbourne, Victoria, 
APPRENTICE ELECTRICIAN (March 2018 to March 2021)

· Assisted installation and maintenance of residential electrical systems 
· Conducted risk assessments and ensured safe work practices 
· Delivered customer-facing support and resolved onsite technical issues

F.U.N. Dancers Company, Victoria, Melbourne, 
DANCER (2008 to present part time)

· Collaborated in professional performance team delivering live events 
· Coordinated with stakeholders for event planning and compliance 
· Conducted safety assessments for performances and venues

EDUCATION AND TRAINING

Certifications: CCNA 200-301 (2022, expired), CompTIA Security+ (in progress)  
Education: Certificate IV in IT Networking, Certificate II in Electrotechnology (Swinburne University)  
Training: Google Cybersecurity Certificate, TryHackMe (SOC 1, SAL 1, Cyber Security 101)
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